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About the Blackboard Academic Suite Setup Guide

Overview

The goal of the Blackboard Academic Suite Setup Guide is to provide
institutions with all the information needed to make the Blackboard
Academic Suite™ continuously available to users. Institutions have the
choice of hosting their own installation or having their Blackboard
installation hosted by Blackboard ASP Solutions.

Institutions that choose to have their installation hosted by Blackboard
ASP Solutions will find the information in this Guide to be informative,
but not necessary to making the Blackboard Academic Suite
continuously available to users.

This guide will cover:

e Prerequisites for establishing a continuously available installation
of Blackboard Academic Suite

e Installation of Blackboard Learning System, other licensed
products, and supplemental components

¢ Maintenance and fine tuning of Blackboard Learning System
e Blackboard Learning System architecture and file structure
e Installation and configuration of Virtual Installations

e Utilities for administering the system

Note: This manual focuses almost entirely on the Blackboard Learning
System. The Blackboard Portal System only requires additional
licensing, not a separate installation process. The Blackboard Portal
System may be installed at the same time as the Blackboard Learning
System or the license can be obtained later. If a Blackboard Portal
System license is obtained after installing the Blackboard Learning
System, a simple command line tool will activate the Blackboard Portal
System.
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Manual Conventions
To make this manual easier to use a number of conventions appear
throughout. These conventions are detailed in the table below.

Symbol Description
Bold type A button or field name.
Courier font Code samples, file names, and commands.
Steps Tasks users should perform.
Italics Italicized text is used for titles as well as
to identify some variables.

Note: Examples in this manual use C:\blackboard as the Blackboard
Learning System home directory.
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Introduction to the Blackboard Academic Suite

Overview
The Blackboard Academic Suite is a robust platform for education that
is licensed with several different options. The available products
include:

e Blackboard Learning System: Includes the course management
system and advanced integration and data management tools.

e Blackboard Learning System - Basic Edition: Includes a course
management system.

e Blackboard Portal System: Includes a customizable portal.

Who uses the Blackboard Academic Suite?
Many different types of institutions use the Blackboard Academic Suite,
including:

e Elementary and secondary schools
e Universities and colleges

e Vocational schools

e Corporations

Each institution customizes the content and appearance of the
Blackboard Academic Suite to meet its goals.
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Why do institutions choose Blackboard Academic Suite?
Institutions that use the Blackboard Academic Suite have access to the
course management, integration, and portal features that are part of
the platform. The features of the Blackboard Academic Suite can also
be expanded using Blackboard System Extensions. Blackboard System
Extensions allow institutions to install custom tools and features that
they build themselves or that are built by vendors other than
Blackboard.

In addition to the almost limitless number of tools and features
available for the Blackboard Academic Suite, institutions can customize
and brand the Blackboard Academic Suite according to the needs of
specific groups of users. Also, multiple instances of Blackboard can be
set up as Virtual Installations to address disparate units at the
institution.

Blackboard Learning System — ML
The Blackboard Learning System is available in several different
languages as Blackboard Learning System — ML. Please note that this
is a separate product from the Blackboard Learning System. Language
packs used to localize Blackboard Learning System — ML will not work
with the Blackboard Learning System.

About Blackboard Inc.
Blackboard Inc. develops, licenses, and supports enterprise software
applications for the global education market. Working in concert with
over 2,600 client-institutions and dozens of technology partners,
Blackboard is committed to enabling client innovation and enriching
the educational experience through information technology and offers
the industry ‘s leading e-Education platform. Blackboard ’s suite of
enterprise applications includes the Blackboard Learning System ™,
Blackboard Portal System ™, and Blackboard Transaction System
™. Through the use of Building Blocks " technology, Blackboard’s suite
of applications has been architected and designed to deliver a flexible,
customizable, and seamlessly integrated operating environment for
e-Education.
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Chapter 1—Before Installing the Blackboard Learning
System

Overview

This chapter presents some topics that must be addressed before
installing the Blackboard Learning System to ensure a successful
installation and rollout. It includes information on technical and
personnel considerations as well as some items to consider in the
planning and preparation process.

In this chapter

Chapter 1—Before Installing the Blackboard Learning System includes

the following topics.

Topic

Description

Technical
Requirements

This topic covers the technical
requirements for installing the
Blackboard Learning System.

Preferred Technical

This topic offers suggestions on the

Preparation

Skills skills needed to successfully install and
maintain the Blackboard Learning
System.

Planning and This topic offers some issues to

consider during the planning for the
installation and rollout of the
Blackboard Learning System.

Hardware
Configurations

This topics covers the most common
hardware configurations used with the
Blackboard Learning System.

SQL Server Failover

This topic describes how SQL Server
Failover can be used with the
Blackboard Learning System.

© 2004 Blackboard Inc. Proprietary and Confidential
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Technical Requirements

Overview

The hardware and software requirements for the Blackboard Academic
Suite are published as the Blackboard Academic Suite Minimum
Hardware and Software Requirements. These charts are available on
the Behind the Blackboard extranet.

To access Behind the Blackboard, login at
http://www.blackboard.com/products/services/support.htm. After
logging in, navigate to the Reference Center to view Blackboard
Learning System documentation.

In addition to those requirements there are also a couple of software
applications, available for free, that are required.

Java'™ 2 Software Developer’s Kit, Standard Edition

WinZIP.

_ Note: For more information on Java technologies used with the
| Blackboard Learning System, please see Knowledge Base article 181-
. 856. This article also includes instructions for updating the Java 2

SDK.

The Blackboard Learning System (Release 6.1) requires the Java 2
SDK. The Java 2 SDK must be installed on the Web/application server.
The Blackboard Learning System has been updated to work with the
latest version of Java 2 SDK.

Release 6.1 should be installed and run using Java'™ 2 SDK, Standard
Edition, v. 1.4.2.

Download and apply the latest version from
http://java.sun.com/j2se/1.4.2/

Java 2 SDK must be installed on the application server and the path
must be accessible by the Blackboard Learning System.

Sun updates the Java 2 SDK frequently. If the links above do not show
the required version, then look in the archives section of the site for
the correct version: http://java.sun.com/products/archive/.
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WinZIP is a popular file compression program. The Blackboard
Learning System required version can be found at:
http://www.winzip.com

Supported file system
Blackboard Learning System will only work with the NTFS file system.
It will not work correctly if the Windows 2000 file system is FAT32.

To check the file system in use on a disk, follow these steps:

Step 1 From the Desktop of the Windows 2000 operating
system open My Computer.

Step 2 Right-click on the disk where the Blackboard Learning
System will be installed.

Step 3 Select Properties.

Step 4 The File System field should show NTFS. If it shows
FAT32, consult the operating system documentation
for instructions on converting the disk to a NTFS file
system.
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Preferred Technical Skills

Overview

Installing and supporting a Blackboard installation hosted at the
institution requires some specific technical skills. It is important that
human resources that understand the installation and support of
enterprise software are available to install and maintain the
Blackboard Academic Suite.

Before attempting to install, please ensure that the appropriate skill
sets are available to support the installation and maintenance of the
Blackboard Academic Suite.

Database Skills

The following database skills are recommended for installing and
maintaining the Blackboard Learning System.

Experience with Microsoft SQL Server 2000

Accessing database and running SQL scripts

Online and offline database backup and restore

Monitor and reconfigure database parameters to meet growing
demand

Tune the performance of the host machine and the database
server

Network Skills

The following networking skills are recommended for installing and
maintaining the Blackboard Learning System.

Troubleshooting network bottlenecks

Experience with threading

Knowledge of authentication and experience with institutional
authentication methods (LDAP, Active Directory®, or similar
method)

Experience supporting 24/7 network environments with
failover contingencies

Experience configuring load-balanced solutions
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Operating System and Web/app server skills
The following operating system and Web/app server skills are
recommended for installing and maintaining the Blackboard Learning
System.

Experience with IIS

Experience with the Windows® operating system including file
management and permissions

Experience in optimization and monitoring techniques

MCSE certification or comparable knowledge and experience
Comfortable with using a text editor to make changes to
configuration files

Experience installing software

Knowledge of starting and stopping applications on the server
to avoid damaging or corrupting the workstation or database
Knowledge of creating scheduled jobs to automate system
processes such as backup and log file management
Experience installing and troubleshooting operating systems
Comfortable using the command line interface

Understand how Web/app servers work and be able to start
and stop the various servers and system processes
Knowledge of how to add hardware to the server

Perform tape backups and tape archive programs and
understand how to use these backup tools to move files
around the system and between machines

Experience running a mission-critical application

Experience managing multiple points of integration
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Developer skills
The following skills are recommended to create System Extensions or
to use the Event-Driven API.

e Familiar with compiling software

e Relational database experience

Java developer experience comparable to a mid- or senior-
level programmer

Experience programming Java Server pages

Experience with JDBC 2.0

Experience with Java 2

Connection pooling

Creating and testing JSPs

Object-oriented programming

For assistance with integration, please contact Blackboard Technical
Solutions. System Extension developers can find more information in
the Blackboard Developer’s Center through the Behind the Blackboard
extranet service (http://www.blackboard.com/dev/index.htm).
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Planning and Preparation

Overview

This topic covers some issues that may need to be addressed while
planning and preparing for the Blackboard Learning System. Each
school or institution that uses the Blackboard Learning System is
unique and will require specific and detailed planning to implement the
Blackboard Learning System. The information in this topic should not
be used as a comprehensive guide but rather as a set of items that
should be considered and adapted to each institution.

Develop a learning model

Before installing the Blackboard Learning System or making it
available to users it is important to define how it will be used at the
institution. Having a sound plan for how the Blackboard Learning
System will be used helps ensure that configuration and security
decisions are aligned with the goals of the institution. Some items to
consider:

e Define a naming convention for courses and users on the
system.

e Determine what information and areas of the system are
accessible to each set of users (Instructors, Students, Guests,
and so forth).

¢ Identify the other information systems will interact with the
Blackboard Learning System. Define which system owns the
data.

e Build a team to manage the system, support users, and
develop tools and content.

These are just a few examples of the decisions that go into developing
a learning model. Each institution will have a unique approach
appropriate for its users.
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Create a test environment
Creating a test environment is a critical step in the process. A test
environment allows system and database administrators to tune the
software for maximum performance based on the needs of the
institution. Developers use the test environment to build System
Extensions prior to rollout as well as developing tools for integrating
with other information systems at the institution.

Finally, a test environment helps resolve potential issues with
hardware or software before rolling out the Blackboard Learning
System to users.

Establish a support infrastructure
Having qualified, trained staff to support users is important to
operating smoothly with little interruptions to users. Define what level
of support is required and when it should be available to users. Some
institutions may require 24/7 support while others can operate with
less. After training staff and defining support availability and
expectations be sure to communicate this information to users.

Run a pilot program
After the software is installed, configured, and tested and the support
staff is trained it is a good idea to launch a pilot program. A pilot
program lets a few users on the system to work with the software in
the context of the learning model. This is a good time to spot
roadblocks or issues that may impact users when the software is rolled
out. Also, the pilot program participants (especially the Instructors)
can take a leadership role among their peers when the software is
rolled out. These users can train other users on the software and help
them successfully adopt the learning model.

Rollout
When the Blackboard Learning System is ready for users it is
important to communicate key information to users. Make sure the
user base has access to training sessions, support, and other
resources to help them begin using the system.
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Basic Hardware Configurations

Overview

One server

Most Blackboard Learning System installations are run on a one server
or two-server configuration. Each of these hardware configurations is
described in more detail in this topic. For more information on the
separate application components please see Chapter 3—Blackboard
Learning System Application Architecture.

When running the Blackboard Learning System on one server all
components are run on the same machine. This is a good solution for
small institutions that do not have a heavy load or content-rich
courses.

A one-server configuration is a very simple design as shown in the
diagram below.

Comrunication
between the server
and the user
workstation ooours
using HTTP.

Interrest

w U=zer Workstation

Note: Blackboard Learning System - Basic Edition can only be run on
one server.
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Two servers

One server acts as the Web/app server and the other server is a
dedicated database server in a two-server configuration.
Communication between the database server and the Web/app server
should be done through a private network connection. This is a good
solution for medium or large institutions that anticipate heavy load and
content-rich courses.

A typical two-server hardware configuration is shown in the diagram
below.

Cormrmunication between Cormrunication
the web/app server and between the web!
the database aoours app server and the
over a separate, secure user warkstaton
network connedion. occurs using HTTR,

U=zer Wiarkstation

Advanced configurations

The Blackboard Learning System can be scaled both up and out to
handle additional load. Scaling up is simply adding additional
processors, memory, and disk space to existing servers. The
Blackboard Learning System can also be scaled out with multiple
Web/app servers. For detailed information on setting up a
configuration with multiple Web/app servers please see the document,
Load Balancing the Blackboard Learning System on Windows Operating
Systems.

The Blackboard Learning System also supports SQL Server® Failover.
SQL Server Failover adds an additional database server or servers as
backups to the live database. These additional databases are not put
into use unless the live database experiences an error that forces it to
cease functioning. For more information on SQL Server Failover please
see the SQL Server Failover topic.
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SQL Server Failover

Overview
The Blackboard Learning System is designed to work with Microsoft
SQL Server Failover clusters. SQL Server Failover provides added fault
tolerance to the database by using another database in the cluster in
the case of an error that causes the production database to fail.

What is a Microsoft SQL Server Failover cluster?
A SQL Server Failover cluster is based on the same design as a
Windows cluster. A group of servers are joined together to provide
continual service in the event of an outage or failure. When SQL
Server 2000 is forced to shut down another server steps in to handle
requests.

Process for setting up a Microsoft SQL Server failover cluster
The process for setting up a Microsoft SQL Server failover cluster is
done at the operating system and database level before installing the
Blackboard Learning System.

Step 1 Setup the Microsoft server cluster.
Step 2 Install SQL Server 2000 and configure the failover
cluster.

Step 3 Install the Blackboard Learning System.

Tips
The following is a list of tips for setting up a SQL Server failover.

e Use four public IP addresses: node 1, node 2, Windows cluster
server, and virtual SQL server.

e The local disk of each node must be attached to a separate
SCSI controller. It should not use the same one that is
attached to the RAID system.

e The RAID SCSI controller IDs of the two nodes must be
different.

e RAID SCSI BIOS must be setup to enable cluster (shared bus).
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e The names of the network cards cannot contain spaces or
special characters.

e Do not use the default instance name for installing SQL server
on a virtual server.

e MSDTC service must be running before starting SQL server
setup.

For more information
For more information about installing and configuring a Microsoft SQL
Server failover cluster please see Microsoft TechNet at
http://www.microsoft.com/technet/.

Note: While Blackboard supports SQL Server failover with the
Blackboard Learning System, Microsoft is the best resource for
information on installing and configuring a Microsoft SQL Server
failover cluster.

© 2004 Blackboard Inc. Proprietary and Confidential Page 19


http://www.microsoft.com/technet/

Blackboard Academic Suite (Release 6.1) Setup Guide for Windows

Chapter 2—Installation on One or Two Servers

Overview
The most common Blackboard Learning System Installations run on
one server or two servers. With a two server installation, the database
is maintained on a separate server to better handle the load.

For information on installing the Blackboard Learning System on a
multiple Web/app server, load-balanced configuration please see the
document Load Balancing the Blackboard Learning System on Windows
Operating Systems.

In this chapter
Chapter 2—Installation on One or Two Servers includes the following
topics.

Topic Description
Installation Process This topic provides an overview of
the installation.

Installation Checklist This topic is a checklist of items that
must be completed before beginning
the installation.

Installation Worksheet | This topic is a worksheet that
includes all the information required
by the installer.

Step by Step This topic goes through the

Instructions installation step-by-step.

Installation This topic covers some of the most

Troubleshooting Tips common problems that may occur
during the installation and provides
solutions.

Uninstall the This topic covers how to uninstall the

Blackboard Learning Blackboard Learning System.

System
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Installation Process

Overview

Process

The most important part of the Blackboard Learning System
installation process is the preparation. A properly configured and
supported environment to host the Blackboard Learning System will
help prevent future problems.

The Blackboard Learning System installer must be run on the Web/app
server. Unlike previous versions, such as Blackboard 5, there is not a
separate installation process for the database component or for the
advanced integration tools. If installing Blackboard Learning System on
two servers, simply run the installer once on the Web/app server to
install the application, database, and advanced integration tools.

The Blackboard Learning System installation process occurs in the
following order:

Step 1 Review the Installation Checklist. Do not proceed until
all items in the list are checked.

Step 2 Complete the Installation Worksheet. This worksheet
includes space to record all the information that the
Blackboard Learning System installer will require.

Step 3 Follow the Step-by-Step Instructions to run the
software installer.

Step 4 Verify Blackboard Learning System installed correctly
by logging in.

Step 5 If Blackboard Learning System did not install correctly,
troubleshoot the problem. Uninstall Blackboard
Learning System and repeat the installation process if
necessary.

Optional steps:
Step 6 Install and configure any additional Virtual
Installations.

Step 7 Migrate data from a previous version of Blackboard
Learning System.
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Step 8 Integrate Blackboard Learning System with other
information systems at the institution.

Note: For more information on migrating data from an earlier version
of the software please see the Blackboard Learning System Migration
Manual. For more information on integrating with other information
systems please see the Blackboard Learning System Advanced Data
Management Manual and the Blackboard Learning System
Authentication Manual.
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Installation Checklist

Overview
The installation checklist below and the installation worksheet that
follows should be completed before installing Blackboard Learning
System. Completing both the checklist and the worksheet prior to
installation will help ensure a successful installation. Please note that if
Blackboard Learning System will only be installed on one server, the

machine must pass the checklist for both the Web/app server and the
database server.

Blackboard basics
Review the following list to make sure that Blackboard has provided
everything necessary to begin installation.
O A valid Blackboard Learning System license file
is accessible from the Web/app server.

Q The Blackboard Learning System installer is
available either on CD-ROM or from the
Blackboard Download site.

Q The Administrator has contact information for
Blackboard Technical Support and a login for
the Behind the Blackboard extranet at
http://www.blackboard.com/products/services/
support.

Q The Blackboard Learning System Operations
Workbook has been downloaded and begun.
Download the Operations Workbook from the
Reference Center section of Behind the
Blackboard.

Web/app server checklist
Review the following list to make sure that the Web/app server is
prepared for installation.
Q The machine is connected to the network and
powered on.

QO The machine meets the minimum hardware
requirements.
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A supported operating system is installed on
the machine.

The supported version of Java 2 SDK is
installed on the machine.

The machine is dedicated to the Blackboard
Learning System and has no unnecessary
software installed.

The supported version of IIS is installed.

The Administrator has a plan for managing log
files.

The Administrator has a plan for backing up
the application file system.

The (Domain Name Server) DNS Server is set
to correctly resolve the server name. Note that
the server name should not contain underscore
characters. Microsoft Internet Explorer 6 blocks
cookies from machines with an underscore in
the name as a security measure.

The SQL Server 2000 Client libraries are
installed on the Web/app Server (if the
database is running on a separate server).

Any firewalls are configured to allow access to
the Blackboard Learning System ports. These
ports are defined when the installer is run. It is
not possible to use a firewall to redirect to a
different port. The Blackboard Learning System
must be available to users on the ports
specified during the installation and not served
through an alternate port. For more
information on the ports used by the
Blackboard Learning System, see the next
topic, Installation Worksheet.

The server clock is synchronized with the other
server or servers used in the Blackboard
Learning System configuration. If the server
clocks are not synchronized there may be
differences between the displayed availability
of time-sensitive content and the actual
availability of time-sensitive content.
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Q

The Windows 2000 file system is set to NTFS.
The Blackboard Learning System will not work
with a FAT32 file system.

Database server checklist

Review the following to make sure that the database server is
prepared for installation.

Note: If using a SQL Server failover cluster make sure that the cluster
is configured and SQL Server 2000 is running properly.

Q

The machine is connected to the network and
powered on.

The machine meets the minimum hardware
requirements.

A supported operating system is installed on
the machine.

A supported version of SQL Server 2000 is
installed on the machine.

The person installing Blackboard Learning
System knows the SQL Server Administrator
password and what instance of SQL Server will
support the Blackboard Learning System.

The machine is dedicated to Blackboard
Learning System and has no unnecessary
software installed.

SQL Server 2000 is installed on the root
directory.

SQL Server 2000 is configured with Mixed
Mode Security authentication.

SQL Server 2000 is installed using a local
account.

SQL Server 2000 is running. If SQL Server
2000 was installed just prior to Blackboard
Learning System, restart the database machine
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after installing SQL Server 2000 and prior to
installing Blackboard Learning System.

QO The database administrator has a plan for
backing up the database and managing
database log files.

Q The Windows 2000 file system is set to NTFS.
The Blackboard Learning System will not work
with a FAT32 file system.
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Installation Worksheet for Windows

Overview
The installation worksheet identifies all the information required by the
Blackboard Learning System installer. Filling out the worksheet prior to
installation will help the installation process run smoothly.

Using special characters
The following special characters should never be used in an attribute
such as a User Name, password, database user, Course ID, and so
forth.

%&#<>=+

These characters are only safe to use when adding content into a text
box, such as adding the description for a course.

When creating attributes a good rule to follow is to only use
alphanumeric characters, underscores, dots, and dashes (do not use
spaces!).

Information required prior to running installer
The following information is needed by the installer to complete the
installation.

License File:

The path to the License File. If a License File is not available, please
contact Blackboard to request one. The License file determines which
products and features are installed.

Note: The installation will fail if the license file is accessed through a
. network path. Make sure the license file is on the Web/app server
| before beginning the installation.

Setup Type: choose from one of the following options:

O New Install. Database on same server. Select this option if
installing Blackboard Learning System-Basic Edition or if installing
another license on only one server. This Setup Type is appropriate
only when the application and database will run on one server.
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O New Install. Database on remote server. Select this option if
installing Blackboard Learning System or Blackboard Learning and
Portal System on more than one server. This Setup Type is
appropriate when the application and the database will be hosted
on separate servers.

O Add application server to existing system. Select this option
if scaling Blackboard Learning System by adding an additional
application server.

Administrator Name:

The name of the Administrator.

Administrator Email:

The email address of the Administrator.

Company:

The institution that will be using Blackboard Learning System.

State:

The state, province, or territory where the institution is located.

ZIP Code:

The ZIP Code where the institution is located.
Institution Type: choose from one of the following options

K-12

Higher Education
Continuing Education
Corporate

Professional Association
Hobby

oCoo0ooO

Application Directory:

The path to a directory on the application server where the Blackboard
Learning System will reside. Note that the installer will create a
directory called blackboard within this directory.
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JDK Directory:

The path to the Java 2 SDK. The Java 2 SDK must be installed on the
Web/application server.

Web server Machine Name:

The name of the Web server.

Hint: To find the machine name of a server, follow the steps below.

1. Right-click My Computer and select Properties from the context
menu.

2. Click the Network Identification tab.

3. The full computer name and the domain name both appear. The
full computer name is the Web/app server Machine Name with the
domain name appended (webservermachinename.domain).

Web server Domain Name:

The name of the domain where the Web server resides.

Note: The Web server Machine Name and the Web/app server Domain |
Name form the URL for Blackboard
(http://webservermachinename.domain). Because these names form
the URL do not use any characters other than standard letters and
numbers (underscores and spaces will cause problems) in the
Web/app server name or the domain name.

Web server Port Number:

The port that the Web server will use for http connections with clients.
Application Server Port Number:

The port that the application engine uses.

Collaboration Server HTTP Port: The default port
is 8011.
Collaboration Server TCP/IP Port: The default port
is 8010.

HTTP and TCP/IP port information is required for Collaboration Server
to communicate with the applet running in the Web browser. TCP/IP
performs better and is the preferred method to communicate,
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however, HTTP will be used if TCP/IP communication is not available;
so both ports must be set.

Database Machine Name:

The machine name where the SQL Server 2000 database that
Blackboard Learning System will use is installed. The database
machine name can be found the same way as the Web server machine
name.

Database Domain Name:

The domain name where the database server resides.

SQL Server Instance Name:

The name of the SQL Server instance that will run the Blackboard
Learning System database. This may be left blank if Blackboard
Learning System will run on the default instance of SQL Server.

SQL System Database Administrator Password:

The SQL System Database Administrator password associated with the
‘sa’ login. By default, there is no password associated with this login
although a password may be assigned for security reasons.

Blackboard Database User Password:

A password for a SQL Server 2000 user that Blackboard Learning
System creates at install. This account is also used by the application
to access the database.

Blackboard Database Report User
Password:

This is the password for the Database Report User. This is a SQL
Server user that the Blackboard Learning System uses.

Database Data Directory:

The directory that will store the Blackboard Learning System database
data files (.mdf). This directory will not store application data or
content. This directory must be on the database server.
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Database Logs Directory:

The directory that will store the Blackboard Learning System database
log files (.Idf). This directory will not store application or Web logs.
This directory must be on the database server.

SMTP Server:

The full hostname (example: smtp.blackboard.com) of the SMTP
server that Blackboard Learning System will use to send emails.

Administrator Password:

The Administrator account has full Administrator privileges. This
account and the root_admin account are the only two accounts that
can login until more users are created.

Root Administrator Password:

The root_admin account has full administrative privileges including the
management of Virtual Installations through the System Control Panel.
When the root_admin account views the System Control Panel the
Manage Virtual Installations link appears at the top of the panel. The
root_admin can login to any Virtual Installation and access the Virtual
Installation management features from this link.

Note: The root_admin account is created even if your license does not
i include the use of additional Virtual Installations. The root_admin i
account can be modified from the Edit Root Administrator Profile page.

Integration User Password:
The integration user is used only to facilitate Blackboard Learning
System Snapshot operations. This account cannot be used to login
through the GUI nor does it appear in any lists of users in the user
interface. To change the password for this account, use the Integration
Password feature available on the System Control Panel.

For more information on how the integration account is used during
Snapshot processes, please see the Blackboard Learning System
Advanced Integration and Data Management Manual.
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Step by Step Instructions

Overview
The instructions below detail each step needed to successfully run the
Blackboard Learning System installer for a one-server or two-server
configuration. For information on scaling Blackboard Learning System
out by adding Web/app servers, please see the Load Balancing with
the Blackboard Learning System on Windows document available in
the Reference Center of the Blackboard Support site
(http://www.blackboard.com/products/services/support).

Install Blackboard Learning System

Step 1 Complete the pre-installation checklist and the pre-
installation worksheet prior to running the Blackboard
Learning System installer.

Step 2 Download the Blackboard Learning System installer
executable file from the Blackboard download site onto
the Web/app server. Or insert the Blackboard Learning
System CD into a CD-ROM drive on the Web/app server
and locate the Blackboard Learning System installer
executable file. Obtain a license file.

Step 3 Double-click the Blackboard Learning System installer
executable file. The Blackboard Learning System installer
will launch after a few moments.

© 2004 Blackboard Inc. Proprietary and Confidential Page 32


http://www.blackboard.com/products/services/support

Blackboard Academic Suite (Release 6.1) Setup Guide for Windows

Step 4 Accept the terms of the license agreement and click Next.
8L "Installer” =18l

Please read the following license agreement carefully.

B

Waiting for an official License Agreement

i o

(& | acceptthe terms of the license agreement

" 1 da nat accept the terms ofthe license agreement.

InstallShield

Cancel |

Note: On the following pages there is a Back button for
correcting mistakes on previous pages. Once the license
file has been set on this page, do not return to this page
and enter a new path to the license file. If a change to the
path needs to be made after the path has been set (by
clicking Next) the installer must be canceled and
restarted.
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Step 5 Enter the full path to the Blackboard Learning System
license file or click Browse to locate the file. When the
path to the license file appears correctly in the License
File field, click Next to accept the path and continue to
the next installer page.

ol

Welcome to the Blackbaard Installer!

This application contains all the components necessary to install
Blackboard on your server. Please read the Installation Guide and
release notes hefore attempting to install

To get started, please click Browse and locate your Blackboard license
file. Ifyou have notyet received a license file, contact your Blackboard
representative at (300) 424-3298,

License File: Browse... |

InstallShield
<Back || Hed= | Cancel
Step 6 After entering the license file path and clicking Next, the
Setup Type page will appear.
=lo|x]

Selectyour Setup Type.

@ New install. Database on same server.
" Mew install. Database on remote server

" Add application serverta existing systam.

InstallShield

<Back || New> | Cancel
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Step 7

Select the Setup Type from the listed options. The
available options are:

. New Install. Database on same server.
This Setup Type is appropriate only when the
application and database will run on one
server.

. New Install. Database on remote server.
This Setup Type is appropriate when the
application and the database will be hosted on
separate servers.

. Add application server to existing system.
Select this option if scaling Blackboard
Learning System by adding an additional
application server.

Click Next to accept the Setup Type. The Installation
Destination page will appear. Enter the directory where
the Blackboard Learning System application will reside
when installed in the Directory Name field. The Installer
will create a directory called blackboard within the
directory entered. Click Browse to search the application
server’s file system for an appropriate directory. If the
directory entered does not exist (but the drive is valid!)
the Blackboard Learning System installer will create the
directory. Blackboard recommends installing Blackboard
Learning System on the root drive.

Installation Destination -0l x|

Click Mext to install "Blackiioard Leaming System TM (Release 61" to this directory,
ot click Browse to install o a different directory.

Mote: A Blackboard directory will be created

Directary Name:

Browse

InstallShield

mack || MR s Cancel
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Step 8

Step 9

Click Next. The Institution Information page will appear.
If a mistake was made entering the directory name, click
Back to return to the previous page.

Institution Information | 1ol I

Complete the following information about your institution

Administratar Mame:
Administratar Email I

Company: I—
City: l—
State I—
Tip Code: ——
Country: I—
InstallShield
= Back | Mext = | Cancel |

Fill out the fields with the appropriate information about
the System Administrator and the institution. Values must
be entered in all fields to continue with the installation.

After completing the fields on the Institution Information
page, click Next to advance to the Institution Type page.
If a mistake was made entering the institution
information, click Back to return to that page and make
corrections. Select the institution type from the available
options.

Institution Type =10l |

Select your Institution Type

k12

(™ Higher Education

(™ Continuing Education
" Corporate

(" Professional Assaciation

 Hobhy

InstallShield

=Back i Mextr | Cancel
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Step 10 Click Next to advance to the Java 2 SDK Location page. If
a mistake was made on the Installation Destination page,
click Back to return to that page.
1dk Location Ol x|

Specify the location of JDK. JDK1.3.1_04 or higher is required {e.q. dujdk).

Directory Marne:
Clidk1.2.1_04

Browse...

InstallShield

= Back | | Cancel |

Enter the path to Java 2 SDK in the Directory Name
field. Click Browse to locate the correct path.

Step 11 Click Next to advance to the Collaboration Server Setup
page. Enter the TCP port humber and the HTTP port
number that the Collaboration Server will use. The default
values are 8010 for the TCP port and 8011 for the HTTP

port.
Collaboration Server Setup —1O] x|

Specify the TGP and HTTP port numbers where the collaboration server
should be run

TCP Port Number. a010

HTTP Port Mumber. 8011

Installshield
=Back | MNedt= |  Cancel
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Step 12

Step 13

After entering the port humbers for the Collaboration
server, click Next to advance to the Web Server Setup
page. If a mistake was made entering the port numbers,
click Back to return to the Collaboration Server Setup

page.
(5l web Server Setup =10l x|

If anothierweb server is already running on the pons listed below you

rmust specify
anather port or deactivate the application

e0.80

Wek Server Machine Hame [web_serar |
Wieh Server Domain [rourinstiution com |
‘Weh Server Port Mumber: ISD—
Application Server Part Mumber: |00y

InstallShield
<Back | Mea» | cancal |

Enter the appropriate information on the Web server.
Please refer to the Installation Worksheet with any
questions regarding the information required by these
fields.

Click Next to advance to the Database Server Location
page. If a mistake was made on the Web Server Setup

page, click Back to return to that page.
Database Server Location I =] 3]

Specify the name ofthe machine ofthe database server and the domain
name (i.e. de.blackboard.com) of the database server.

Also, specify a BOL server instance name {Ifthere are multiple
instances) or leave blank to accept the default

Database Machine Narne:
Database Domain:
Sgl Server Instance Name

InstallShield

<Back |I Me= | Cancel
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Step 14

Enter information on the database server in the
appropriate fields. If the Blackboard Learning System will
run on the same machine as the Blackboard Learning
System database, the Database Machine Name and
Database Domain Name fields will already be
populated. If the default SQL Server Instance is to be
used simply leave that field blank (this is true in most
cases).

Click Next to advance to the Database Passwords page. If
a mistake was made on the Database Server Location

page, click Back to return.
Database Password Setup —|Ol x|

Specify the SQL database administrator password and blackboard
database password

S5GL Systern Database Administrator Passward I

Canfirm l—
Blackhoard Database User Passward 7
Confirm I—
Blackhoard Database Report Passward 1
Canfirm l—

InstallShield

= Back |'Next=‘| cancel |

Enter the passwords for the SQL System Database
Administrator, the Blackboard Database User, and the
Blackboard Database Report User. The SQL System
Database Administrator password is set when the
database is installed. The SQL System Database
Administrator default login is ‘sa’ and no password. The
Blackboard Database User and Blackboard Database
Report User is created during the Blackboard Learning
System installation. The password entered here will be
associated with that user.
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Step 15 Click Next to advance. Enter passwords for the
Administrator, Integration, and Root Administrator
(root_admin) accounts.

Database Data File Locations i [=] 3]

Specify passwords for the following users: administrator, root_admin
and integration

Blackboard Administrator Password I—
Confirm I—
Blackboard Root Administrator Password I—
Confirm I—
Blackboard Integration Passwaord: I—
Confirm I—

InztallShield

«Back || Mextr Cancel

Step 16 Click Next to advance to the Database Data File Locations
page. If a mistake was made entering the database
passwords, click Back to return.

Database Data File Locations Ol x|

Specify the location on the rernote rachine where you would like to
place your database data files and database log files

ROTE: The paths given mustvalid on the remote machine only and do

not apply 1o the local filesysten. In addition, the directories must already
exist on the remote machine or the installation will fail.

Database data files directory I BIroWeE..
Database log files directory: Browse |

InstallShield

Cancel |

Enter or Browse to a directory to store the Blackboard
Learning System database Data Directory and the
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Blackboard Learning System database Log Directory. The
Data Directory stores the Blackboard Database data files
(.mdf). The Blackboard Log Directory stores Database log
files (.ldf). Please note that these Directories will not store
application data or application logs. These directories
must be stored on the database server.

Step 17 Click Next to advance to the SMTP server page. If a
mistake was made on the Database Data File Locations

page, click Back to return.
(5] Installer ol x|

Specify the full hostname of your SMTP server.
e.g. (smip.blackhoard.carm)

SMTR:

InstallShield

Bk | o B oo

Enter the full hostname of the SMTP server that
Blackboard Learning System will use to send email
messages. The full hostname should be:
machine_name.domain_name.

After clicking Next on this page the installation will begin.
If a mistake has been made, click Back to view the
previous pages and make corrections. Do not change the
path to the Blackboard license or the one server, two
server, or additional Web/app server setting. Changes to
these variables will cause the installation to fail. Instead,
quit the installer and begin again. When all the settings
are correct, click Next and Blackboard Learning System
will install.

_ Note: While the installer is running a few DOS windows
| may appear on the screen. Do not close these windows or |
. the installer will fail.

© 2004 Blackboard Inc. Proprietary and Confidential Page 41



Blackboard Academic Suite (Release 6.1) Setup Guide for Windows

Installation Troubleshooting

Overview

This topic offers some suggestions for where to go for help if the
installation is not working properly.

Installation Checklist and Worksheet

Log file

Look through the Installation Checklist and Worksheet again and make
sure that the system is fully prepared for the installation.

The Blackboard Learning System installer creates the following log file:
Bb6_install_log.txt

This file is found in the directory from which the installer was
launched.

If the installer fails, check the log file to help determine the problem.
The log file includes a considerable amount of information about the
installation process. Also, if the installer is run more than once the log
file will contain a record of each attempt—make sure to focus on the
latest attempt (each attempt is appended to the log file so the latest
attempt is the last in the list).

Because of the amount of information in the log file it can be
frustrating to locate the problem. Try searching for the following
strings: BUILD FAILED or Root Cause. Look closely at the log file both
above and below the search string (BUILD FAILED or Root Cause) for
the reason the installation failed.

If the log file does not help diagnose the problem please keep a copy
of the file in case you need to contact Blackboard Technical Support.
Blackboard Technical Support may be able to use the log file to
diagnose the problem.

Blackboard Support Site and Knowledge Base

The Blackboard Knowledge Base, accessible through the Behind the
Blackboard extranet, includes several articles that may address your
problem. If a login for Behind the Blackboard is unavailable please
contact a Blackboard Account Manager.
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Contact Blackboard Technical Support
Please see the Behind the Blackboard extranet for information on
contacting Blackboard Technical Support. The URL for Behind the
Blackboard is:

http://www.blackboard.com/products/services/support.htm
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Uninstall Blackboard Learning System

Overview
Blackboard Learning System includes an easy-to-use uninstall
program. Before uninstalling Blackboard Learning System, be sure to
remove any Virtual Installations installed on the system. For
information on how to remove Virtual Installations, please see Remove
a Virtual Installation.

The Blackboard Learning System Uninstaller is installed in a separate
directory (_Blackboard6Uninstall) at the same level as the blackboard
directory. Inside the directory is uninstaller.exe, an executable that
will launch the uninstaller.

Note: The uninstall log is written to the \tmp directory.

Uninstall Blackboard Learning System
Follow the steps below to uninstall Blackboard Learning System.

Step 1 Open the Blackboard Learning System uninstaller
through Add/Remove Programs on the Windows
Control Panel or by launching the executable in the
_Blackboard6Uninstall directory.

Step 2 The uninstaller wizard will open and display what will
be removed.
& uninstaller =lOl x|

Welcome to the InstallShield VWizard for Blackboard 6.0

The InstallShield YWizard will uninstall Blackboard 6.0 from your cormputer
Tocantinue, click Next.

Blackboard 6.0

InstallShield

| Cancel

Click Next to advance to the next page.
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Step 3 Select the features that should be uninstalled.

\Huninstaller -0l x|

Selectthe features for "Blackboard B.0" you would like to uninstall

= Product Installation
B ¥ Blackboard 6.0
[ Blackboard B

InstallShield

<gack | Heds Y cancel |

Click Next to advance to the Confirmation page.

Step 4 View the Confirmation page and verify that the correct
features will be uninstalled.
(& Uninstaller o]

Blackboard 6.0 will be uninstalled from the following location:

cihbf

with the following features:

Blackboard 6

InstallShield

< Back |Ne>€t> | Cancel I

Click Next to uninstall Blackboard Learning System.
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Chapter 3—Blackboard Learning System Application
Architecture

Overview
This chapter describes the Blackboard Learning System from the
operating system and database perspective.

In this chapter
Chapter 3—Blackboard Learning System Application Architecture
includes the following topics.

Topic Description
File System This topic covers the directory and file
structure of the Blackboard Learning
System.
Databases This topic covers the databases and

database users that are installed as
part of the Blackboard Learning

System.
Services This topic covers the services that run
as part of the application.
Performance Tuning This topic covers some basic

information on tuning the application
for best performance.

Backup and Recovery | This topic introduces system-wide
backups and incremental course and
organization data protection.
Command Line Tools | This topic covers the utilities that are
available from the command line.
Blackboard Learning This topic covers updates to the
System and Blackboard system.

Blackboard Portal
System Maintenance
Operating System and | This topic covers updates to the
Database Maintenance | supported operating systems and
databases.
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File System

Overview

The Blackboard Learning System installs into a home directory that is
always named “blackboard”. This directory not only holds all the
application files but it is also the location where content items and log
files are stored.

Administrators should not have a reason to delete or modify any of the
application files. Doing so may cause the system to fail. This topic
reviews several of the more important areas of the file system.

Command line tools

Most of the command line utilities are stored in
C:\blackboard\tools\admin\. The tools for batch
archive/restore/export/import and batch copy are found in the
C:\blackboard\apps\content-exchange\bin\.

For more information on the command line tools please see Command
Line Tools later in this chapter. For more information on the batch
archive/restore/export/import and batch copy tools see the Blackboard
Academic Suite Administrator Manual.

Content storage

Content for each Virtual Installation is stored in the
C:\blackboard\content\vi\. Each Virtual Installation has a separate
directory. Within each directory there are the following folders:

e admin: This directory stores images associated with System
Reporting.

e branding: This directory stores the HTML that determines how
the Gateway page is displayed. Information for modifying the
Gateway page can be found in the Blackboard Academic Suite
Administrator Manual.

e courses: This directory includes storage areas for each course
and organization. Content items uploaded to the course or
organization are stored here.

e images: This directory stores images used on the system.

e modules: This directory stores .jsp pages for portal modules.
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Logs

¢ plugins: This directory stores System Extensions.

e recyclebin: This directory includes deleted course content.
Content must be removed from this directory or it will be
stored indefinitely.

e sessions: This directory stores session-specific data for users.

e sponsors: This directory stores sponsorship information and
images.

All logs are stored in the C:\blackboard\logs directory. Logs can be
managed and viewed from the Logs link on the System Control Panel
in the user interface. For more information on managing and viewing
logs, please see the Blackboard Academic Suite Administrator Manual.

The verbosity of some logs can be adjusted to provide more or less
information. Adjusting the verbosity of a log file will require running
PushConf i gUpdat es to take effect.

\ bl ackboar d\ | ogs\ Per| Ex\ *. | og

The verbosity of this log is controlled by the

bbconfig. perl.tracel evel property in the bb-confi g. properties
file. The default value, 0, logs only fatal events. The other options are
1, which logs simple warnings, and 3, which logs warnings with stack
traces.

\ bl ackboar d\ | ogs\ bb- servi ces-1 og. t xt

The verbosity of this log is controlled by the

bl ackboard. servi ce. | og. param | ogdef . defaul t. verbosity
property in the servi ce-confi g. properti es file. The default value,
fatal, logs only fatal events. The valid options from less verbosity to

"o

more verbosity are: “fatal”,”error”,”warning”,”information”,”debug”.
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Additional PerlEx specific logging information can be added to the error
logs by changing a setting in the Windows registry. Set the following
registry key to a value from 0 to 4 with 4 being the most verbose and
0 being the least verbose.

HKEY_LOCAL_MACHI NE\ Sof t war e\ Bl ackboard Inc.\Perl Ex\trace
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Databases

Overview
The Blackboard Learning System initially installs three databases and
three database users. This topic reviews the databases and database
users of the Blackboard Learning System.

Administrators should not add data directly to the database or modify
data in the database directly. Doing so may create serious problems in
the system.

- Note: Even those institutions that are not licensed to use additional

: Virtual Installations are still, in effect, using one Virtual Installation.

I When Blackboard Learning System installs it creates the first Virtual
Installation and then stores data in a Virtual Installation Database,
known as bb_bb60. For more information on Virtual Installations

~ please see Chapter 4—Virtual Installations.

It is possible to move the databases for a Virtual Installation (including
bb_bb60) to another server. For more information on moving the
databases for a Virtual Installation please see Moving Virtual
Installation Databases.

bb_admin
This database manages information about the databases that support
each Virtual Installation.

bb_bb60
This is the main database for the first Virtual Installation. It manages
all the data needed by the Virtual Installation. Each Virtual Installation
will have its own main database.

When creating a Virtual Installation it is important to give this
database a name prefixed by “bb_". Do not use any special characters
(%&#<>=+) or a dash(-) in the name.
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bb_bb60_stats
This is the statistics database for the first Virtual Installation. It is
useful for Administrators who wish to generate reports on usage,
performance, and so forth. Tracking data is sent to this database daily.
For more information on generating reports and managing the
information in this database please see the Advanced System
Reporting topic in the Blackboard Academic Suite Administrator
Manual.

Database users
The following database users are created when the Blackboard
Learning System is installed.

e bbadmin
e bb_bb60

e bb_bb60_report
e bb_bb60_stats

Each additional Virtual Installation will have a database user and a
stats and reports user. The bb_bb60_report user has limited access to
view the bb_bb60 database and can only see a subset of tables and
columns.

Change the value in the bb- confi g. properti es file and then run the
PushConf i gUpdat es command to change the password of a database
user. Remember that the password must also be changed within the
database to match the new password or the Blackboard Learning
System will not work properly.
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Services

Overview

Once Blackboard Learning System is installed, it adds the bb-collab
and bb-tomcat services to the Windows 2000 operating system. In
addition, for Blackboard Learning System to run properly the IIS
service must be running and the SQL Server database must be
started. When performing maintenance or upgrade tasks it may be
necessary to stop some of these services.

For most upgrade tasks, including adding a Virtual Installation or
installing Blackboard Learning System software updates, the bb-collab,
bb-tomcat, and IIS services should be stopped but the database
should be running. While this is a good general rule, please refer to
the specific instructions for each task to confirm.

Definition of Blackboard Services

bb-collab: The bb-collab service runs the Collaboration Tool within
Blackboard Learning System. Stopping this service will make the
Collaboration Tool unavailable to users.

bb-tomcat: The bb-tomcat service runs the Java® servlet engine.
Stopping this service makes any Java servlet pages unavailable to
users, including the Login page.

Blackboard Learning System uses IIS 5.0 to manage Web services with
Windows 2000 and IIS 6.0 with Windows 2003.

Starting and stopping services

The Servi cesControl | er utility is used to start and stop services. This
utility must be run from the command line.

Command syntax:

C:\ Bl ackboar d\ t ool s\ adni n\ Servi ceControl | er <argunent>

Where the arguments are defined in the table below.

Argument Description

services. start Starts all the services related to
the Blackboard Learning System.
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services. stop Stops all the services related to
the Blackboard Learning System.

services.restart Stops and immediately starts the
services related to the
Blackboard Learning System.

services. appserver.start Starts the bb-tomcat service.

services. appserver. stop Stops the bb-tomcat service.

services. appserver.restart | Stops and immediately starts the
bb-tomcat service.

servi ces. webserver.start Starts the IIS or Apache® Web
service.

servi ces. webserver. stop Stops the IIS or Apache Web
service.

services. webserver.restart |Stops and immediately starts the
IIS or Apache Web service.

Starting and stopping the bb-collab service
In rare instances it may be necessary to stop only the bb-collab
service but leave all other services running. For example, when setting
up a dedicated collaboration server in a multiple Web/app server
configuration it is necessary to stop the bb-collab service on all servers
except the collaboration server.

The bb-collab service (as well as the IIS and bb-tomcat services) can
be controlled individually through the Services panel on Windows 2000
operating systems.

Follow these steps to stop the bb-collab service through the Windows
2000 interface.

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Click Start on the desktop.

Select Settings from the Start Menu.

Select Control Panel.

Select Services.

Highlight the bb-collab service.

Click the Stop icon in the tool bar or right-click the bb-
collab service and select Stop.
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Performance Tuning and Maintenance

Overview
This topic reviews some of the issues that administrators should
consider to help run the Blackboard Learning System at peak
performance. Performance tuning is best done through trial and error
in a test environment by administrators that are familiar with the
institution and its hardware.

Delete content from the recyclebin
Course content that is removed from a course is stored in the
recyclebin. While it is a good safety measure in case materials are
accidentally removed from a course the recyclebin will take up more
and more disk space unless files are removed. Removing files from the
recyclebin is done at the operating system level, simply move the files
offline or delete them through the operating system.

Each Virtual Installation has its own recycle bin. The recycle bin is
located at C:\blackboard\content\vi\bbuid\recyclebin, where bbuid is
the name of the Virtual Installation.

Managing Logs
Log files can grow to be quite large and should be managed so that
excessive disk space and resources are not wasted. For more
information on managing logs please see the Blackboard Academic
Suite Administrator Manual.

Windows Temp directory
Be sure to track the buildup of files in the Windows Temp directory. A
bloated temp directory can impact performance.
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Setting the number of interpreters and reloads
The number of interpreters and reloads can be adjusted to maximize
performance.

Note: Setting the number of interpreters and reloads should only be
done by experienced system administrators that are carefully
monitoring the impact of each change. These settings should be
adjusted in a test environment before applying them to a production
server.

Interpreters and reloads are set in the Windows 2000 registry. The
Blackboard Learning System (Release 6) branch is located at:

HKEY_LOCAL_MACHINE\SOFTWARE\Blackboard, Inc\Blackboard 6

The I nterpreters and Rel oad keys are set in the PerlEx directory.
The IIS, bb-tomcat, and bb-collab services should be stopped before
changing these values. Restart services after editing the number of
interpreters and reloads.

The number of interpreters determines the capability to serve
simultaneous user requests. The default number of interpreters is six.
The more interpreters available, the more simultaneous processing the
application can handle. This does not mean that if the value is set too
low users will not be able to use the application. If there are four
simultaneous requests, the fourth user will wait for one of the three
interpreters to finish processing and then the request will be filled.

There are several things to consider when tuning the number of
interpreters. First, each interpreter takes up approximately 20 MB of
RAM - this is because the entire application is loaded into memory for
fast performance. Second, since the Web is a connectionless protocol
the need for simultaneous users is greatly reduced. If the average
page takes 1 second to process, then 5 users can use the same
interpreter simultaneously and response time will be within 5 seconds
for each user.

In a lab environment the optimal nhumber of interpreters is two times
the number of processors on the Web/app server. In practice, having a
few extra interpreters will help performance, especially when a user
with a slow connection or large file transfer is occupying a thread.

Each interpreter will execute a defined number of times before
reloading. Each time an interpreter reloads it disconnects from the
database, cleans up memory leaks and unitialized variables, then
restarts. There is a small performance loss every time an interpreter
has to reload. The degree of memory leak differs for each installation.
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If monitoring is showing that the size of the IIS process is growing too
large over time, lower the reload count. If the size of the process is
consistent then increase the reload count.

Efficient use of Perl Interpreters with ActiveState PerlEx
The Blackboard Learning System uses the ActiveState PerlEx engine to
execute Perl code. In some cases, a file upload to Blackboard Learning
System can occupy a Perl interpreter for several minutes while the file
is chunked into memory.

Working together, Blackboard, Microsoft and ActiveState have
designed a means by which with the latest ActiveState PerlEx engine,
files are uploaded and cached before invoking the target script,
releasing the Perl interpreters from devoting themselves entirely for
the time it takes to upload the file.

The latest version of the ActiveState PerlEx engine is included with
Blackboard Learning System (Release 6).
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Blackboard Academic Suite Maintenance

Overview

Blackboard is dedicated to proper maintenance of the Blackboard
Learning System, Blackboard Learning System—Basic and the
Blackboard Portal System. Blackboard will make available maintenance
releases as needed.

Release 6 updaters

The Release 6 Updaters are used to move from one specific release to
another, for example, from Release 6.0.11 to Release 6.1. Updaters
must be run in sequence and may not be skipped. For example, to
update from 6.0.3 to 6.0.5, two updaters must be run. The first will
update from 6.0.3 to 6.0.4. The second will update from 6.0.4 to
6.0.5.

The Release 6 Updaters and step by step instructions can be found at
http://www.blackboard.com/products/services/support.htm. An
administrator login and client ID is required.

Information about the issues that are resolved in each update are
found in the Release Notes. The Release Notes are located in the
Reference Center at
http://www.blackboard.com/products/services/support.htm. An
administrator login and client ID is required to view the Release Notes.

Note: To determine which release a Blackboard System is running,

check the information at the bottom of the Login page or at the

- bottom of the System Control Panel.

Documentation updates

Blackboard maintains the product documentation after release with
updates and additions. The cover of each document shows the
published date and the last date the document was revised.

Changes to the documentation are published in the appendix of each
manual. Previously, all changes were logged in a separate document.
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Operating System and Database Maintenance

Overview

Blackboard supports operating system and database service packs and
security patches for the operating systems and databases supported
for use with the Blackboard Learning System, Blackboard Learning
System—basic. Blackboard will test, certify, and, if necessary, provide
fixes to ensure that Blackboard systems work with service packs and
security patches.

There is, necessarily, a short lag time between a service pack release
and the completion of testing. Even during this interim testing period,
however, Blackboard will provide support for just released operating
system and database service packs and security patches.

Note: This policy does not include support for subsequent releases.
For example, if Blackboard supports version 1 of a database system
any security patches or service packs for version 1 will be supported.

Blackboard will not support a version 2 release of the same database
system until that version has been properly tested and published as
part of the Minimum Software Requirements (available in the
Reference Center on
http://www.blackboard.com/products/services/support.htm) for that
release of the Blackboard system.

Applying a service pack or security patch after installing the Blackboard

system

Follow these steps to install a service pack or a security patch to the
operating system or database.
Step 1 Back up the system.

Step 2 Shut down the Blackboard system.

Step 3 Check with Blackboard Product Support for any
prerequisite maintenance that may be required to ensure
compatibility with an OS or DBMS service pack or security
patch.

Step 4 Apply the operating system or database service pack or
Security patch to the test/development environment.

Step 5 Restart the test/development server.
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Step 6 Ensure that system is still shutdown. If auto start
mechanisms are configured to restart Blackboard after a
server restart, remember to shut down the Blackboard
system before continuing.

Step 7 Apply any necessary Blackboard prerequisite maintenance
to the test/development Blackboard systems.

Step 8 Restart the Blackboard systems.

Step 9 Check the results either by testing your critical path
features or by running your verification procedures.

Step 10 If results are satisfactory, back up the system again. (If
not, please log a service request with Blackboard Product
Support through
http://www.blackboard.com/products/services/support.htm
describing the failure.)
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Backup and Recovery

Overview
This topic offers some tips on system-wide backups and describes the
tools in the Blackboard Learning System for incrementally backing up
courses and organizations.

System backup and recovery
System administrators should backup the database and file system
according to the needs of the institution. Blackboard Learning System
supports full backup and restores at the operating system and
database levels. As a general rule, daily backups should be kept for
two weeks, as errors may not appear for several days. Recovery plans
should include how to restore the entire system. For assistance
restoring the system, please contact Blackboard Technical Support.

Incremental data protection
The Blackboard Learning System includes the following utilities for
incrementally backing up individual courses and organizations.

Export/Import: Export takes course content and puts it in a package
that can be used in another course at a later date. One or more course
areas can be included in the package.

Archive/Restore: The Archive Course function creates a record of
the Course including user interactions. It is most useful for recalling
Student performance or interactions at a later time. The archive
package is saved as a .ZIP file that can be restored to the system at
another time.

The command line tool that processes batch operations for
Export/Import and Archive/Restore is a powerful tool for backing up
course and organization data. For detailed information on using these
utilities please see the Blackboard Academic Suite Administrator
Manual.
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Command Line Tools

Overview
Blackboard Learning System includes a set of system administration
tools that must be run from the command line. Trying to execute a
utility by clicking the .bat file in the Windows GUI will return errors and
possibly cause the system to stop functioning.

This topic covers each tool and the syntax to invoke the tool. All of the
commands described in this topic are found in the
C:\blackboard\tools\admin\ directory.

ChangeDefaultVirtualInstallation
This tool establishes the Virtual Installation that users are taken to if a
user enters an invalid hostname.
Syntax:

ChangeDef aul t Virtual I nstal |l ati on. bat <virtual _host nane>
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ChangeToRemoteVirtualInstallation

This tool is used to move the database for a Virtual Installation to a
different database server. It can also be used to move the database
for the initial Virtual Installation that is created at install (bb_bb60).

ChangeToRenot eVirtual I nstal | ati on. bat <bbui d> <host _nanme> <i nst ance_nane>

Argument Description
<bbuid> The name of the Virtual
Installation main database.
<host_name> The full hostname of the target

server. Enter as
hostname.domainname.
<database_instance_name> The name of the SQL Server
instance on the target machine
that will hold the databases for
the Virtual Installation.

LicenseReplace
This tool is used to add additional options and features to the
Blackboard Academic Suite by upgrading the license.

Syntax:

Li censeRepl ace. bat <full _path_to_new |icense file> - FORCE

-FORCE is only used when downgrading a license. This option will force
the deletion of any data related to lost functionality. For example, if
downgrading from the Blackboard Learning System and the Blackboard
Portal System to the Blackboard Learning System any customized
modules will be deleted.

Note: The new license file must be accessible on a local drive and not
from the network.
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PurgeAccumulator

Every 30 days an automatic process runs that synchronizes the data in
the stats database with the data in the main database and then
deletes the statistical data from the main database that is more than
30 days old. This process can be run at any time using the

Pur geAccumul at or tool. The Pur geAccumul at or tool can also be used
to delete data from the statistics database.

Syntax:

Pur geAccumul at or <command> <Virtual _Install ati on>

<days_or _dat e>

Argument

Description

<conmmand>

1. purge-live -Takes data from
the Blackboard Learning System
database and syncs with tables
in the statistics database. After
synching, it purges statistical
data in the main database that
is older than the number of
days or date set.

2. purge-stats - goes to stats DB
and purges all data older than
the last x days or older than a
specific date.

<Virtual _Installation>

Enter the name of the main
database (bbuid) of the Virtual
Installation to be purged.

<days_or _dat e>

The number of days (from the
current date) that should not be
processed by the Pur geAccunul at or
tool. It is also possible to set a date
in yyyy-mm-dd format. Only data
older than the date will be purged.
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PushConfigUpdates
This tool updates the configuration according to the settings in the
bb.config.properties file.

Note: Running this command will redeploy all of the properties files. If
any customizations have been made to these files they will be lost.

Syntax:

C:\ bl ackboar d\ t ool s\ adni n\ PushConf i gUpdat es. bat
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RotatelLogs

This tool processes a log rotation outside the scheduled log rotations
configured through the Manage Log Rotation page. The tool stops all
necessary services and starts the services after the rotation is finished.

C:.\ Bl ackboar d\ t ool s\ adni n\ Rot at eLogs. bat

This command does not take any arguments. If logs are manually
rotated using this tool it will not interrupt the regular intervals.
However, the logs that were rotated manually will not be included in
the archive files created at the regularly scheduled rotation.

For example, if the log rotation is set at 30 days and the logs are
manually rotated after 15 days, only the last 15 days of logs will be
included in the archives at the next scheduled log rotation.

For more information on managing logs see the Blackboard Academic

Suite Administrator Manual.

ServiceController

This tool is used to start and stop services.

C:.\ Bl ackboar d\t ool s\ adm n\ Servi ceControl | er <argunent >

Argument

Description

services.start

Starts all the services related to the
Blackboard Learning System.

services.stop

Stops all the services related to the
Blackboard Learning System.

services.restart

Stops and immediately starts the
services related to the Blackboard
Learning System.

services.appserver.start

Starts the bb-tomcat service.

services.appserver.stop

Stops the bb-tomcat service.

services.appserver.restart

Stops and immediately starts the
bb-tomcat service.

services.webserver.start

Starts the IIS or Apache Web
service.

services.webserver.stop

Stops the IIS or Apache Web
service.

services.webserver.restart

Stops and immediately starts the
IIS or Apache Web service.
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SystemlInfo
This command will create a detailed report of system settings. The
report can be viewed in the C:\ bl ackboar d\ | ogs\ system i nfo
directory. The name of the report will be named yyyymmdd_0OS.log.
Where OS is the operating system and yyyymmdd is the date in year-
month-day format.

Syntax:

C:\ bl ackboar d\ t ool s\ adni n\ Syst em nf o. bat

VirtualInstallation
The Virtual I nstal | ati on command line tool is used to create and
remove Virtual Installations.

Syntax:

Virtual Install ati on. bat <command> <vi Host > <bbui d>
<passwor d> <dbl nst ance> <vi Dormai n> <defaul t _i nd>
<descri pti on>

If optional arguments are to be left blank they must be represented by
a space. Therefore, if entering a value for the <def aul t _i nd> but not

the <vi Domai n> there would be two spaces between the argument for

the <dbl nst ance> and the <def aul t _i nd> argument.

Argument Description

<command> This argument accepts one of the following
commands:

e create-vi: use this command to create
a Virtual Installation

e drop-vi: use this command to remove
a Virtual Installation

<vi Host > This argument will accept the full hostname
(hostname.domainname) for the Virtual
Installation or just the hostname
(hostname). If just the hostname is entered,
the domain must be added with the

<vi Domai n> argument.
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<bbui d>

The name of the main database that will be
created for the Virtual Installation. This
value must begin with “bb_". When creating
a Virtual Installation it is important to give
this database a name prefixed by “bb_". Do
not use any special characters (%&#<>=+)
or a dash(-) in the name.

<passwor d>

The password for the database user that will
be created for this Virtual Installation.

<dbl nst ance>

This argument takes the name of the SQL
Server instance that holds the databases for
the Blackboard Learning System. If using
the default instance, this argument can be
skipped.

<vi Domai n>

Optional. This argument takes the name of
the domain that the host is on. A value must
be entered here if the full hostname is not
used in the <vi Host > argument.

<defaul t _i nd>

Optional. Enter “Y” for this argument to
make this Virtual Installation the default.
The default Virtual Installation is accessed if
a user enters a hostname that is not
resolved.

<descri pti on>

Optional. Enter a description for the Virtual
Installation.

| Note: Users will only be able to access the Virtual Installation using
the parameters provided by this command until additional hostnames
are added through the Maodify Virtual Information page in the user

-~ interface. This means that if a domain is passed with this command

. then users must enter the full hostname.domainname to access the

. Virtual Installation.
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Chapter 4—Virtual Installations

Overview
This chapter reviews the installation, configuration, and management
of Virtual Installations. Virtual Installations are used to define separate
Blackboard Academic Suite environments running on the same
hardware and software configuration.

In this chapter
Chapter 4—Virtual Installations includes the following topics.

Topic

Description

About Virtual
Installations

This topic defines Virtual Installations
and how they function.

Virtual Installation
Command Line Tools

This topic covers the utilities for
creating and updating Virtual
Installations.

Create a Virtual

This topic describes how to create a

Installation Virtual Installation.
Remove a Virtual This topic describes how to remove a
Installation Virtual Installation.

Move a Virtual
Installation Database

This topic describes how to move a
Virtual Installation database to a new
server.

Root Installation
Management Panel

This topic covers the Root
Management Control Panel. This
panel is available in the user
interface to Administrators logged in
as root_admin.

Manage Virtual
Installations

This topic covers the Manage Virtual
Installations page. This page in the
user interface lists all the Virtual
Installations on the system and
provides links for accessing or
modifying each Virtual Installation.

Modify Virtual
Installation

This topic covers the Modify Virtual
Information page. Administrators can
set some configuration options for
Virtual Installations from this page in
the user interface.
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Edit Root Administrator | This topic covers the Edit Root
Account Administrator Account Profile page.
This page appears in the user
interface as a means to update the
root_admin account.
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About Virtual Installations

Overview
Virtual installations are distinct Blackboard environments that run on
the same hardware. Each Virtual Installation is supported by its own
database and its content files are stored separately, although under
the same file system.

It is important to note that all installations of the Blackboard Learning
System use at least one Virtual Installation. The bb_bb60 database
(and its stats database) and the bb_bb60 directory in the file system
act as a Virtual Installation. If an institution does not license additional
Virtual Installations it is important to note that, for the purposes of
running commands (particularly with Snapshot integration), bb_bb60
is considered a Virtual Installation.

Additional Virtual Installations require separate licensing from
Blackboard. Please be sure to obtain a license file that allows for
Virtual Installations before attempting to create a Virtual Installation.

It is important to include Virtual Installations in hardware planning.
While the first Blackboard Learning System Virtual Installation may
support a moderate number of users, adding Virtual Installations will
require additional hardware to provide optimal performance.

Virtual installation databases
Each Virtual Installation is configured with its own databases—a main
database and a stats database. Please remember to include the
databases for Virtual Installations in maintenance and backup plans.
For more information about databases please see the Databases topic.

Virtual installation application files and file system
Each Virtual Installation runs using the same application files. The file
system includes separate storage areas for each Virtual Installation
under C:\ bl ackboar d\ cont ent\ vi \ bbui d (where bbui d is the name
of the Virtual Installation).
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Managing Virtual Installations
Virtual Installations are controlled through command line tools as well
as a special area in the user interface accessible only to the
root_admin user. This user account is created at install with a
password defined by the person running the installer.

Hostnhames
Virtual Installations can have multiple hostnames for users to access
the system. A hostname is usually the machine_name.domain_name.
With Virtual Installations, the hostnames that are used do not
correspond to the machine name since more than on Virtual
Installation is running on the same hardware. Rather, the hostnames
are defined by the person creating the Virtual Installation and resolved
against the IP address of the machine on the DNS server. Hosthames
can be added, modified, and removed from the Modify Virtual
Information page in the user interface. Remember to remove a
hostname from the DNS server if it is removed from the system.
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Virtual Installation Command Line Tools

Overview
This topic details the command line tools that are specific to Virtual
Installations.

VirtualInstallation
The Virtual I nstal | ati on command line tool is used to create and
remove Virtual Installations.

Syntax:

Virtual Installation. bat <conmand> <vi Host > <bbui d>
<passwor d> <dbl nst ance> <vi Domai n> <def aul t _i nd>
<descri pti on>

If optional arguments are to be left blank they must be represented by
a space. Therefore, if entering a value for the <def aul t _i nd> but not

the <vi Domai n> there would be two spaces between the argument for

the <dbl nst ance> and the <def aul t _i nd> argument.

Argument Description
<comand> This argument accepts one of the
following commands:

e create-vi: use this command to
create a Virtual Installation
e drop-vi: use this command to
remove a Virtual Installation
<vi Host > This argument will accept the full
hostname (hostname.domainname) for
the Virtual Installation or just the
hostname (hostname). If just the
hostname is entered, the domain must
be added with the <vi Domai n> argument.
<bbui d> The name of the main database that will
be created for the Virtual Installation.
This value must begin with “bb_". When
creating a Virtual Installation it is
important to give this database a name
prefixed by “bb_". Do not use any special
characters (%&#<>=+) or a dash(-) in
the name.
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<passwor d> The password for the database user that
will be created for this Virtual
Installation.

<dbl nst ance> Optional. This argument takes the name

of the SQL Server instance that holds the
databases for the Blackboard Learning
System.

<vi Donai n> Optional. This argument takes the name
of the domain that the host is on. A value
must be entered here if the full hostname
is not used in the <vi Host > argument.
<def aul t _i nd> Optional. Enter “Y” for this argument to
make this Virtual Installation the default.
The default Virtual Installation is
accessed if a user enters a hostname that
is not resolved.

<descri ption> Optional. Enter a description for the
Virtual Installation.

Note: Users will only be able to access the Virtual Installation using
the parameters provided by this command until additional hostnames
are added through the Maodify Virtual Information page in the user
interface. This means that if a domain is passed with this command
then users must enter the full hostname.domainname to access the
Virtual Installation.

ChangeDefaultVirtualInstallation
This tool establishes the Virtual Installation that users are taken to if a
user enters an invalid hostname.
Syntax:

ChangeDef aul t Virtual I nstal | ati on. bat <virtual _host name>
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ChangeToRemoteVirtualInstallation

This tool is used to move the database for a Virtual Installation to a
different database server. It can also be used to move the database
for the initial Virtual Installation that is created at install (bb_bb60).

ChangeToRenot eVirtual I nstal | ati on. bat <bbui d> <host _nanme> <i nst ance_nane>

Argument Description
<bbui d> The name of the Virtual
Installation main database.
<host _name> The full hostname of the target

server. Enter as
hostname.domainname.

<dat abase_i nstance_nane> | The name of the SQL Server
instance on the target machine
that will hold the databases for
the Virtual Installation.
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Create a Virtual Installation

Overview

This topic includes instructions for creating a new Virtual Installation.
Virtual installations are created and deleted through the command
line. It is not possible to create a new Virtual Installation through the
user interface.

Please remember that a valid license is required to create a Virtual
Installation. Also, if the number of Virtual Installations allowed with
the license has been met, adding another Virtual Installation will fail.

Note: Record the virtual host name, database name, and database
user password in a safe place. If the Virtual Installation is removed at
a later date, this information is required to successfully delete the
Virtual Installation.

Steps to create a Virtual Installation

Follow the steps below to create a new Virtual Installation.

The instructions below assume that the Blackboard Learning System
and the Java 2 SDK are installed on the C:\ drive at the highest level
(C:\Blackboard and C:\J2SDK1.4.2). If Blackboard Learning System or
the Java 2 SDK is installed in a separate location, please make sure
that the commands as you enter them point to the right location.

Step 1 Map the IP address of the Web/app server (or the IP
address used to access Blackboard Learning System in
a load-balanced configuration) to the names of the
Virtual Installation on the institution’s DNS server.

Step 2 Stop the bb-collab, bb-tomcat, and IIS services. Do
not stop the Blackboard Learning System database.
The Virtual Installation will not be created successfully
if the database is stopped. If using multiple Web/app
servers, the services must be stopped on all servers
although the command only needs to be run on one of
the servers.

Step 3 Open a command window and change to the following
directory: C:\ bl ackboar d\'t ool s\ admi n
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Set the JAVA_HOME environment to point to the
directory that holds the Java 2 SDK. Enter the

following command to set the JAVA_HOME variable:
set JAVA HOVE=C:\j 2sdkl. 4.2

Run the Vi rtual | nstal | ati on utility with the create-
vi command. For more information on this utility and
its arguments please see Virtual Installation Command
Line Tools.

Note: The recommended naming convention for the _
bbuid is bb_virtualhostname (the name must start with |
“bb_"). When creating a Virtual Installation it is
important to give this database a name prefixed by
“bb_". Do not use any special characters (%&#<>=+)
or a dash(-) in the name.

Record the Virtual Installation hostname, database
name, and database user password in a safe place.

The Virtual Installation program will run. When it is
complete the "BUILD SUCCESSFUL!"” message will
appear.

Close the command window and reboot the server. The
bb-collab, bb-tomcat, and IIS services should restart
automatically. If they do not, start the services.

The URL for the new Virtual Installation will be
http://hostname.domainname as entered when
running the Virtual Installation utility.
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Remove a Virtual Installation

Overview

Removing a Virtual Installation will completely and permanently delete
the databases and file system for that Virtual Installation. Blackboard
recommends making a backup of the file system and databases prior
to deleting any Virtual Installation that has been used in a production
environment.

Virtual installations are removed by executing the same utility used to
install a Virtual Installation. The only difference being that the remove
command is dr op- vi instead of the install command, which is cr eat e-
vi . It is important to note that to remove a Virtual Installation, the

hostname, database name, and database user password are required.

When removing a Virtual Installation remember to delete the host
name from the DNS server.

Steps to remove a Virtual Installation

Follow the steps below to remove a Virtual Installation.

- Note:

' The instructions below assume that Blackboard and the Java 2 SDK
are installed on the C:\ drive at the highest level (C:\Blackboard and

I C:\J2SDK1.4.2). If Blackboard Learning System or the Java 2 SDK are
| installed in a separate location, please make sure that the commands
as you enter them point to the right location.

Step 1 Remove the host names of the Virtual Installation from
the DNS server. Only remove the host nhames for the
Virtual Installation that will be removed.

Step 2 Back up the file system and database of the Virtual
Installation that will be removed in case it needs to be
restored later.

Step 3 Stop the bb-collab, bb-tomcat, and IIS services. Do
not stop the database. The Virtual Installation will not
be removed properly if the database is stopped. If
using multiple Web/app servers, the services must be
stopped on all servers although the command only
needs to be run on one of the servers.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Open a command window and change to the following
directory: C:\ bl ackboar d\'t ool s\ admi n

Set the JAVA_HOME environment to point to the
directory that holds the Java 2 SDK from the command
line.

set JAVA HOVE=C:\j 2sdkl. 4. 2

Run the Virtuallnstallation utility with the dr op- vi
command. See Virtual Installation Command Line Tools
for more information on running this utility.

The Virtual Installation removal program will run.
When it is complete the "BUILD SUCCESSFUL!"”
message will appear.

Close down the command window and restart the
Web/app server. The bb-collab, bb-tomcat, and IIS
services should start automatically. If they do not,
restart them.

Login to another Virtual Installation using the
root_admin account. Verify that the removed Virtual
Installation no longer exists. To verify, check the
Manage Virtual Installations feature available
through the Root Installation Management Panel.
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Move Virtual Installation Databases

Overview

Moving a Virtual Installation database off of the original database
server to a remote database server can help improve database
performance when the Virtual Installation database becomes too large
for the original database server. When moving a Virtual Installation
database the statistics database associated with the main database
must be moved as well.

Because the first installation of the Blackboard Learning System is
treated as a Virtual Installation this process can be used to move a
database even if the institution is not using additional Virtual
Installations. In a one server configuration this process can be used to
move the main and statistics database to a remote server.

Note: The bbadmin database cannot be moved. Therefore, even if all
. of the Virtual Installation databases are moved to a remote server the
source database server cannot be shut down as it is still required to

I run the bbadmin database.

Moving Virtual Installation databases

Follow these steps to move the main database and the statistics
database onto another server running Windows SQL Server 2000.

The steps below include these assumptions:

e The name of the main database is bb_bb60 and the name of
the statistics database is bb_bb60_stats. “_stats” is appended
to the name of the main database to create the name of the
statistics database.

e The name of the database user associated with each database
has the same name as the database. For example, the
database user for the bb_bb60 database is bb_bb60.

e Each database has only two files, one .mdf file and one .Idf
file. If a database has more than two files be sure to move all
the files associated with the database.

¢ Commands that start with > are SQL commands.

e SQL Server data and log files are stored in
C:\Blackboard\mssqgl\data\ and C:\Blackboard\mssql\logs\
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e Any required passwords are expressed as “password.” In steps
that require a password be sure to use the password that was
set at installation or when the Virtual Installation was created.

Note: It is not possible to change the name of the databases. Also,
the database users must keep the same name and password.

Step 1 Stop all Blackboard Learning System services by
running the following command on the Web/app
server.

C:. \ Bl ackboar d\t ool s\ adni n\ Servi ceControl | er. bat
servi ces. stop

Step 2 Open a SQL prompt.

C\osqgl -Usa

Step 3 Detach the main database and the statistics database
by running the following SQL commands:

>sp_det ach_db @lbnane="bb_bb60"’

>go

sp_detach_db @lbnane=’bb_bb60_stats”’

>go

>exi t

Step 4 Move the detached .mdf and .Idf files for the main

database and the statistics database to the target
server. The main database and the statistics database
each have at least one .mdf file and one .Idf file. The
directory to store .mdf and .Idf files is set at
installation. The default location is:

C:\Blackboard\mssqgl\data\bb_bb60_data.mdf
C:\Blackboard\mssql\logs\bb_bb60_log.ldf
C:\Blackboard\mssqgl\data\bb_bb60_stats_data.mdf
C:\Blackboard\mssql\logs\bb_bb60_stats_log.Idf
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Step 5 Open a SQL prompt on the destination server.
C \osqgl -Usa
Step 6 Attach the main database and the statistics database

by running the following SQL commands. If there are
more than two files for a database simply modify the
command below to include the additional files using
the same sequential structure (the next file would be
@ilenane3="path_to file\fil enane’).

>sp_attach_db

> @bnanme='"bb_bb60"’

> @ilenanel="C \path_to file\bb _bb60_data. ndf "

> @il enane2="C:\path_to_file\bb_bb60_I og. | df "

>go

>sp_attach_db

> @bnane='bb_bb60_stats’

> @il enanel="C \path_to _file\bb_bb60_stats_data. ndf’
> @il enane2="C \path_to file\bb _bb60_stats | og.!|df’

>go

Step 7 Create the database users for the main database and
the statistics database by running the following SQL
commands. Note that the user and password for each
database must be the same as the user and password
associated with the database on the source server.

>sp_addl ogi n

> @ ogi nane=’bb_bb60"

> @asswd='passwor d’

> @ef db="bb_bb60"’

>go

sp_addl ogi n

> @ ogi nane='bb_bb60_stats’
> @asswd='passwor d’

> @lef db="bb_bb60_stats’
>go
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Step 8 Grant privileges to the main database user and the
statistics database user by running the following SQL
commands.

>use bb_bb60

>gO

>sp_revokedbaccess @ane_i n_db='"bb_bb60’
>go

>sp_grant dbaccess @ ogi nane='bb_bb60"’,
@ane_i n_db="bb_bb60’

>go

>sp_revokedbaccess @ane_i n_db='"bb_bb60_stats’
>go

>sp_gr ant dbaccess

> @ ogi nane=’bb_bb60_stat s’

> @ane_i n_db="bb_bb60_stats’

>gO

>sp_addr ol enmenber

> @ ol enane="dbowner ’

> @renber nane=’'bb_bb60"’

>gO

>sp_addr ol enenber

> @ ol enane='db_dat ar eader ’

> @renber nane=’'bb_bb60_stats’

>gO

>use bb_bb60_stats

>gO

>sp_revokedbaccess @ane_i n_db='"bb_bb60_stats’
>gO

>sp_grant dbaccess

> @ ogi nane=’bb_bb60_stat s’

> @ane_i n_db='"bb_bb60_stats’
>gO

>sp_addr ol enmenber

> @ ol enane=’dbowner ’

> @renber nane=’'bb_bb60_stats’
>g0

>exit

Step 9 Run the following command on the Web/app server.

C:. \ Bl ackboar d\t ool s\ admi n
ChangeToRenot eVirtual I nstal | ati on. bat <bbui d>
<new_host nane> <new_dat abase_i nst ance_nane> <new_port >
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Step 10 Start Blackboard Learning System Services on the
Web/app server by running the following command.

C: \ Bl ackboar d\ t ool s\ adm n\ Servi ceControl | er. bat
servi ces. start
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Root Installation Management Panel

Overview

The Root Installation Management Panel provides features for
managing Virtual Installations through the user interface. Please note
that Virtual Installations must be installed first before they can be
controlled through the Root Installation Management Panel. This panel

will appear when the root_admin user is logged in on any Virtual
Installation.

Root Installation Management

VI Managment

Manage Virtual Installations

User Managment
Edit Root Administrator Profile

Blackboard Leaming System Thl (Release 5) Blackboard Leaming and Community Portal System - 5.0.3 Buld 23
Copyright 2 19872002 Blackboard Inc. Al Rights Reserved
Fecessibilty information can be found at hitp:jiaceess blackboard com

Find this page

Follow these steps to open the Root Installation Management Panel.
Step 1 Login to Blackboard Learning System using the
root_admin account.

Step 2 Click Root Installation Management at the top of the

System Control Panel.
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Functions

The following functions are available through the Root Installation
Configuration Panel:

VI Management
e Manage Virtual Installations: This page lists the Virtual
Installations on the system and provides additional features for
managing each Virtual Installation.

User Management

e Edit Root Administrator Profile: This page is used to modify the
root_admin user account.
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Manage Virtual Installations Page

Overview

Find this page

Functions

System Administrators can view and control all Virtual Installations on
the system from the Manage Virtual Installation page. It is important
to note that modifying Virtual Installations should be done with caution
so as not to disrupt users.

WIRTUAL INSTALLATION MANAGEVENT » MAHAGE VIRTUAL INSTALLATIONS

EZ Manage Virtual Installations

2 installation(s) located
ds

Displaying recor

INSTALLATION o DESCRIFTION #0OF USERS #0OF COURSES

twserver. dc.blackboard.com bb_bb&0 My Bb Instance bh_bb&0 13 o Wodify
wil bh_vi1 My Bb Instance bh_vi1 13 o Wodify

Click Manage Virtual Installations from the VI Management section
of the Root Installation Management Panel.

The table below details the functions available from the Manage Virtual
Installations page.

To ... click. ..
modify a Virtual Modify. The Modify Virtual Information page
Installation will appear. From this page, the hostnames and
descriptive information can be changed.
access an the name of the installation. The Login page for
installation that installation will appear. A User Name and
Password are required to enter the installation.
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Modify Virtual Information

Overview
The Modify Virtual Information page should be used with the utmost
caution. Changes made to this page can have serious consequences
not only on the Virtual Installation but on the entire system.

[EJ Modify Virtual Information

@ virtual Host Information

Name: [y B Instence bb_wit|

Available: I~

ID: bl _vit

Description: W
e Virtual Installation Infermatien

Users: 4

Courses: 0

Organizations: 0

Hostnames (Default Indicated):

Hostname 1: it

Hostname 2: l—

Hostname 3: l—

Hostname 4: l—

Hostname 5: l—
© Submit

Click “Submit” to finish. Click "Cancel™ to abort this process.

Caneel ) Submit )

Find this page
Follow these steps to open the Modify Virtual Information page.

Step 1 Click Manage Virtual Installations from the VI
Management section of the Root Installation Management
Panel.

Step 2 Click Modify next to a Virtual Installation. The Modify

Virtual Information page will appear populated with data
from the selected Virtual Installation.
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Fields

The table below details the fields on the Modify Virtual Information

page.

Field

Description

Virtual Host Information

Name:

The name of the Virtual Installation, as it
appears in the bbadmin database, can be
changed in this field. Changing this name
will not change the hostnames associated
with the Virtual Installation.

Availa

ble:

This check box determines whether or not
the Virtual Installation is available to users
including the root_admin user. If this is
deselected and the Virtual Installation is not
available it will be impossible to login to the
Virtual Installation.

Note: If there is only one Virtual
Installation on the system and it is made
unavailable there is no way to get back
into the Virtual Installation. The software
will have to be uninstalled and a restore
performed.

ID:

This field displays the bbuid (name of the
main Virtual Installation database).

Description:

Enter or modify the description of the Virtual
Installation. This description does not
display to users.

Database Information

Users:

This field displays the number of users that
exist on this Virtual Installation.

Courses:

This field displays the number of courses
that exist on this Virtual Installation.

Organizations:

This field displays the number of
organizations that exist on this Virtual
Installation.
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Hosthames: The different hostnames that can be used to
access the Virtual Installation are shown
here. Hostnames can be added or removed
from these fields.

When adding a hostname through this
interface be sure to add it as the full
hostname (hostname.domainname). To
remove a hostname simply delete from the
field and leave the field blank. Remember
that any changes made to hostnames on
this page must also be updated on the DNS
server.

Note: After making any changes to the hostnames the Web/app
server (or servers) must be restarted for the change to take effect.

© 2004 Blackboard Inc. Proprietary and Confidential Page 89



Blackboard Academic Suite (Release 6.1) Setup Guide for Windows

Edit Root Administrator Profile Page

Overview
The Edit Root Administrator Profile page controls the user account for

the root_admin user.

WRTUAL INSTALLATION MANAGEMENT >EDIT ROOT ADMINISTRATOR PROFILE

[EJ Edit Root Administrator Profile

@ Personal Information

First Name: Elackboard
Middle Name: [
Last Hame: root_admin
E-mail: l—

@ Account Information

User Hame: root_admin

Password:
Verify Password:

© Other Information

Gender: lml

Birthdate: [#ug =] [24 =] [2002 =]
Education Level: IW[
Company: l—

Joh Title: —

Find this page
Click Edit Root Administrator Profile from the User Management
section of the Root Installation Management Panel.

Fields
The table below details the fields on the Edit Root Administrator Profile
page.
Field | Description
Personal Information
First Name: Edit the user’s first name.
Middle Name: Edit the user’s middle name.
Last Name: Edit the user’s last name.
Email: Edit the user’s email address.
Account Information
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User Name:

Display only.

Password:

Enter a new password for the root_admin
account.

Verify Password:

Enter the new password again.

Other Information

Gender:

Edit the user’s gender.

Birthdate:

Select the user’s birthdate from the lists by
clicking on the drop-down arrow or click the
calendar icon to select a date.

Education Level:

Edit the user’s education level.

Company: Edit the user’'s company.

Job Title: Edit the user’s job title.

Department: Edit the user’s department.

Street 1: Edit the user’s address.

Street 2: Edit any additional address information.
City: Edit the user’s city.

State/Province: | Edit the user’s state or province.
ZIP/Postal Edit the user’s ZIP code or postal code.
Code:

Country: Edit the user’s country.

Web Site: Edit the URL of the user’s personal Web site.

Home Phone:

Edit the home phone number of the user.
The phone number will display exactly as
entered.

Work Phone: Edit the work phone number of the user.
The phone number will display exactly as
entered.

Work Fax: Edit the fax number of the user. The fax

number will display exactly as entered.

Mobile Phone:

Edit the mobile phone of the user. The
phone number will display exactly as
entered.

Role and Availability

Primary
Institution Role

Select a Portal Role from the drop down list.
The Portal Role controls what the user sees
on the portal. Tabs and modules can be
constructed and configured to show to
different groups based on Portal Role (with
Blackboard Portal System).
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Chapter 5—Setting Up SSL

Overview
This chapter reviews how to use the Secure Sockets Layer (SSL)
protocol to secure communication between a Blackboard Learning
System Web/app server and a client machine.

In this chapter
Chapter 5—Setting Up SSL includes the following topics.

Topic Description
About SSL and SSL This topic introduces SSL and the
Choice Blackboard Learning System feature,

SSL Choice, that lets Administrators
select which areas of the system are
secured with SSL.

Configure SSL for IIS This topic gives detailed instructions
for configuring IIS to use the SSL
protocol. This must be done before
using the SSL Choice feature.

SSL Choice This topic reviews the SSL Choice
feature available through the user
interface.
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About SSL and SSL Choice

Overview

Secure Sockets Layer (SSL) is a protocol for protecting Internet
communications. SSL ensures that a communication is not read or
changed by another entity. The Blackboard Learning System uses SSL
to secure all or some communications between the Web server and the
client machine. This feature that allows Administrators to select which
areas of the Blackboard Learning System are secured using SSL is
called SSL Choice.

Note: SSL may also be used to secure the connection between the
Blackboard Learning System and a separate server for authentication
(such as an Active Directory server). If SSL will be used both for
connecting to an authentication server and for client sessions, SSL for
the authentication server must be configured first. For more
information on configuring SSL for securing with an integrated
authentication server please see the Blackboard Learning System
Authentication Manual.

How does SSL Work?

SSL encrypts transmissions using the Rivest-Shamir-Adleman (RSA)
algorithm. Transmissions are decrypted and encrypted using
certificates. When a user accesses a Web site secured by SSL the Web
site sends a certificate to the client machine. The client machine then
uses the certificate to establish a secure connection with encryption
unique to that connection or session. SSL communications are more
resource intensive than standard http—it is recommended that the
impact of SSL on performance be tested and planned for prior to
implementing.

Obtain a certificate

The simplest way to obtain a certificate for use with a Web site is
through a vendor known as a Certifying Authority (CA). The process,
shown in the steps below, is relatively simple.

Step 1 Generate a certificate request.

Step 2 Send the request to a CA.

Step 3 The CA creates and registers a certificate.

Step 4 Make this certificate available to the Web Server (IIS).
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Certificates created in this way are usually registered and good for one
year. After one year the certificate will no longer work and a new
certificate must be obtained.

How does SSL appear to users?

SSL Choice

SSL works with the Hypertext Transfer Protocol (HTTP) to secure
connections between the Blackboard Learning System Web server and
the client machines. It is fairly easy to see when a Web page is using
SSL to secure transmissions because an “s” is appended to the http at
the beginning of the address.

Without SSL:

http://blackboard.yourinstitution.com

With SSL:

https://blackboard.yourinstitution.com

It is important to understand that if SSL is used to secure the Web
page in this example then the first URL (without SSL) is invalid and will
return a 404 error.

The SSL Choice feature is available in the user interface from the
System Control Panel. It allows an institution to decide if all, none, or
some or the Blackboard Learning System is secured with SSL. If SSL is
to be used, it is most effective when applied to the entire Web site and
not just selected areas.

Note: SSL must be configured on the Web Server before using the
SSL Choice feature. If SSL Choice is turned on before the Web server
i is configured then any areas set to use SSL will be unavailable to

users!
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Configure SSL for IIS

Overview

To use SSL to secure the Blackboard Learning System the IIS Web

server must firs

t be set to use SSL.

- Note: Configuri

ng SSL should only be done by an experienced

Microsoft System Administrator.

Once SSL is configured, the SSL Choice feature (accessible from the
Learning System’s Administrator Control Panel) will function correctly.

Trying to use th

e SSL Choice feature before configuring SSL for

Apache can result in serious system errors.

Step by step

Follow these steps to configure SSL for the IIS Web server.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Open the Internet Services Manager.

Right-click on the blackboard_bb_bb60 Web site and
select Properties from the menu.

Click the Directory Security tab.

Click Server Certificate in the Secure
communications frame at the bottom of the tab.

The Web Server Certificate Wizard will appear. The
Status of your Web server should report that there
is not a certificate installed and there are no pending
requests. If anything else appears, there may be a
certificate installed or a pending request already. Click
Next to advance.

Select Create a new certificate and click Next to
advance.

Select Prepare the request now, but send it later
and click Next to advance.

Enter a name for the certificate (the name of the Web
site in IIS is the default) and select a bit length from
the drop-down list. Blackboard recommends a bit
length of 1024. Click Next to advance.
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

Enter the name of your Organization and your
Organizational unit in the fields. This information is
important to ensure that your certificate is unique and
easily identified. Click Next to advance.

Enter the Common name of the Web site. The host
plus the domain name works best (example:
blackboard_server.yourinstitution.edu). Click Next to
advance.

Enter the appropriate geographical information for
your institution. Click Next to advance.

Enter a file name for the certificate request or click
Next to select the default and advance.

Click Finish to create the certificate request.

Send the certificate request to a Certifying Authority.
There are several commercial vendors or you can sign
your own if you have the capability. The output from
the Certifying Authority will be a file with the extension
.cer.

Once you have obtained a .cer file, return to the Web
Server Certificate Server as described in Steps 1-4.

Select Process the Pending Request and click Next
to advance.

Enter the location of the .cer file and click Next to
advance.

Click Next to advance through the summary steps (be
sure to review the summaries to make sure you are
installing the correct certificate!).

Return to the Properties box for the
blackboard_bb_bb60 Web site as described in Steps 1
and 2.

If the Web Site tab is not active, select it.
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Step 21 Enter 443 for the SSL Port in the Web Site
Identification frame at the top of the tab.

Step 22 Restart the server to complete the process.
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SSL Choice

Overview

Find this page

If IIS is configured to support SSL, then the communication between
users and the Blackboard Learning System can be configured using the
SSL Choice feature. SSL Choice allows Administrators to determine if
none, all, or some of the Blackboard Learning System is secured with
SSL.

Note: If the SSL Choice is set to use SSL before SSL is configured in
IIS the Blackboard Learning System will not be accessible! To ensure
that users can always login, configure IIS for SSL prior to changing the :
security options on the SSL Choice page.

If planning on using SSL, Blackboard recommends enforcing SSL on
the entire system. This ensures that all proprietary data is secured. If
the choice option is chosen, it is important to update SSL settings
whenever a new tool is enabled or a System Extension added.

ADMINISTRATION PANEL > $5L CHOICE

[EQ SSL Choice

@ Instructions

Selact the areas of the application that will require Secure Sockets Layer communcation between the Blackboard server and the client browser

Note: Ghanges to these settings may redquire restaring your . and possible [= ation changes.
€ Entire System

@& Digable S5L System-wide

© Enable 551 System-wide

€ Enable SSL in select areas of the system (as indicated in subsequent sections)
0 System Specific Areas

I Personal Information Areas
™ Adrmin Tah
O Blackboard Tools

[T Academic Resources [~ Address Book
™ Announcements [~ Collaboration
[T Communications ™ Community Tab
[ Content Area ™ Courses Tab

Click SSL Choice from the Security and Integration section of the
System Control Panel.
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Fields

The table below details the fields on the SSL Choice page.

Field | Description
Entire System
Disable SSL Select this option and SSL will not be used to
System-wide secure any of the communication between
users and the Blackboard Learning System.
Enable SSL Select this option and SSL will be used to
System-wide secure all of the communication between

users and the Blackboard Learning System.

Enable SSL for Select this option to determine which areas of
the following the Blackboard Learning System will be
areas secured through SSL. Select the different
areas from the check boxes on this page.

System Specific Areas

Select the check box for each area that should be secured using
SSL.

Blackboard Tools

Select the check box for each tool, tab, or course content area that
should be secured using SSL.

System Extension Tools

Select the check box for each System Extension that should be
secured using SSL.
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Chapter 6—Web Email

Overview
This chapter reviews how to install and enable Web Email. Web Email
is a front-end Email application that lets users view an email account
from within the Blackboard Learning System.

In this chapter
Chapter 6—Web Email includes the following topics.

Topic Description
About Web Email This topic introduces Web Email.
Web Email Installation | This topic details the steps for
installing and enabling Web Email.
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About Web Email

Overview
The Blackboard Learning System includes the Web Email feature
available in previous versions. Web Email provides an interface within
the Blackboard Learning System for Users to access an Email account
(usually managed by the institution). Once Web Email is installed and
enabled a feature for accessing Web Email will appear as a tool within
the user interface.

Web Email is provided as a separately licensed product. It is only
available to those customers that have already licensed Web Email
with a previous version. Please contact your Account Manager with any
guestions regarding the availability of Web Email.

How does Web Email appear to users?
Web Email appears to users as an additional tool in the Tool Panel on
the user interface. When they click the link to access the tool, users
are taken to a separate interface that displays the messages in an
email account.
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Web Email Installation

Overview

Web Email is treated as System Extension within the user interface. To
install Web Email, a software package must first be installed before
installing and enabling the System Extension.

Installing and enabling Web Email is a simple process.

Make sure that the Blackboard Learning System includes
licensing for Web Email. If it does not, obtain a new license file
from Blackboard and use the Li censeRepl ace utility to update

the license.
Obtain the Web Email package.
Install the Web Email package.

Install and enable the Web Email System Extension.

Before installing the SMMS Web Email package
The Web Email installer will prompt for the following information.

Path to the Blackboard Learning System home (blackboard)
directory. (Example: C:\blackboard or
D:\applications\blackboard)

The Domain name for the mail server or mail servers that will
be used with Web Email.

The Email address of the Administrator.

If a copy of the Web Email package is not available please contact your
Blackboard Account Manager.
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Installing the SMMS Web Email package
Follow these steps to install the Web Email package.

Step 1

Step 2

Step 3

Step 4

Obtain the Web Email Installer from your Blackboard
Account Manager.

Stop the Blackboard Learning System services on the
Web/app server.

Launch the Web Email installer. Click Next to advance.
[B tnstaller =10l x|

‘elcome to the Sendmail Mobile Message Server (SMMS) Installer for the =]
Blackhoard Learning System!

This application contains all the components necessary to install SMMS

on your Blackhoard server. Please read the Installation Guide and release

notas before attempting to install

Click Mext to Continue

L of?

<Back || Mex» I Cancel I

InstallZhield

Enter the path to the Blackboard directory. Click Next
to advance.
Installer

Y ] 4
Please enter your location of your blackboard installation
i.efcblackboard)
Directory Narne:
5 [cwlackooard I
Browse |
InstallEhield
= Back Nest = Cancel

© 2004 Blackboard Inc. Proprietary and Confidential Page 103



Blackboard Academic Suite (Release 6.1)

Setup Guide for Windows

Step 5

Step 6

Step 7

Enter the following information.

Institution Domain name
Administrator Email address
SMTP Server for outgoing mail
POP or IMAP

IMAP or POP servername

Click Next to advance.
Installer

-0/ x|

ShME Server Configuration

Institution domain name

Email Address for the Web Email administrator

SMTP server for outgoing mail

Does your mail server use POP or IMAP?
® IMap
 popP

IMAF or POP servername

InstallShield

= Back

T

B

Cancel |

The confirmation page will appear. Click Next to install

Web Email.

Restart the server to complete the installation.
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Install and Enable the System Extension
After installing the Web Email package the Web Email System
Extension must be downloaded and installed. If you have trouble
locating the Web Email System Extension contact your Blackboard
Account Manager or Blackboard Technical Support. After the System
Extension is installed and enabled Web Email will be accessible as a

tool.

Step 1 Download the Web Email System Extension (.WAR file)
from Blackboard.

Step 2 Install the System Extension.

Step 3 Make the System Extension available through the
Manage System Extensions feature on the System
Control Panel.

Step 4 Make Web Email available on the Tools Panel.

Configuring Web Email to work with multiple mail servers
Many institutions with great numbers of email accounts will use more
than one mail server to handle them all. Web Email can be set to work
with multiple mail servers by simply editing a configuration file.

To use multiple mail servers, edit the SMVS. conf file in
c:\blackboard\apps\smms by adding additional entries as shown in the
example below.

imapserver maill.yourinstitution.com
imapserver mail2.yourinstitution.com

or

popserver maill.yourinstitution.com
popserver mail2.yourinstitution.com
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Appendix—Updates Since Publication

This document was published on February 9, 2004.

There have been no updates since publication.
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