
SimNet Online Best Practices - Optimization  

Network and Firewall 
1. Raise the network priority for all traffic to/from: <simnet-account>.simnetonline.com:80/443 and 

cdn.simnetcontent.com:80. 

SimNet is linked to a content delivery network (CDN) and can resolve to different IP's based on time 

and location, so please raise the network priority of these IP addresses: 

 69.28.128.0/18 

 68.142.64.0/18 

 208.111.128.0/18 

 50.56.137.128 

SimNet runs on the same “private” Internet backbone as many popular websites, and thus if your 

network is purposefully preventing or slowing access to these websites it will likely degrade SimNet 

performance. 

2. White list AccountServices@mail.simnetonline.com and AccountServices@simnetonline.com. 

3. Create a firewall rule to allow all traffic to/from the IP's specified in #1. 

4. Ensure that you are using switches and/or routers instead of hubs within the lab environment. 

Lab Computer 
1. Allow pop-ups from *.simnetonline.com: 

 In IE7-IE9 go to Tools  Internet Options  Privacy  Pop-up Blocker  Settings 

 In Firefox 3.5-5.0 (Windows) go to Tools  Options  Content  Block pop-up windows  Exceptions 

 In Firefox 3.5-5.0 (OSX) go to Firefox  Preferences  Content Block pop-up windows  Exceptions 

2. Create a rule/exception in any virus scanning software so that it does not scan files to/from <simnet-

account>.simnetonline.com:80/443 and cdn.simnetcontent.com:80. 

3. Increase the browser disk space to use at least 512MB for temporary Internet files: 

 In IE7-IE9 go to Tools  Internet Options  General  Browsing History  Settings 

 In Firefox 3.5-5.0 (Windows) go to Tools  Options  Advanced  Network 

 In Firefox 3.5-5.0 (OSX) go to Firefox  Preferences  Advanced Offline Storage 

System Requirements 
 Windows XP, Vista, or Windows 7 

o IE7-9, or Firefox 3.5-5.0  

 Mac OS X10.4+ 
o Firefox 3.5-5.0 

 512 MB RAM is required, 1GB+ is recommended, 2+ GB is recommended for exams and lessons with 
multiple modules 
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 1Ghz+ processor 

 Adobe Flash Player v10.1+ 

 Adobe Acrobat Reader 

 Screen resolution of 1024px x 768px or higher 

Limited Resources 

This section may help SimNet users who are experiencing slow SimNet exam or lesson startup times. There are two 

distinct phases that occur when starting a SimNet exam or lesson: 1. Download all required files, 2. Compile or build 

the downloaded files to create the simulation. 

File Download 
The SimNet bandwidth requirements vary depending on the content included in your exam or lesson. For example, 

an exam containing only the Computer Concepts module will require a download of less than 2MB, but an exam 

containing only Word will require a download of 9MB. So, the amount of required bandwidth is based strictly on 

the quantity of modules included within the exam or lesson, not the total number of questions or tasks. For 

example, a 200 question Excel exam will require a much smaller download than a 5 question exam including 

questions from Excel, Access, Word, PowerPoint, and Outlook. 1 

The following is a list of best practices for managing low bandwidth locations: 

 Implement the SimNet Online Best Practices - Optimization guide (on-campus locations only). 

 Limit lessons and exams to a single application, so you reduce bandwidth consumption 

 For labs with many concurrent students testing:  Stagger exam start times with 3-5 minutes between waves 

or until students finish downloading the exam (students finish downloading when they see the “Begin 

Exam” button). Start with 6-8 students per wave and make adjustments from there. Staggering exam start 

times reduces the strain on the network during the download process.  

Simulation Building 
The compiling phase (building the simulation) automatically begins after all of the files have completed 

downloading. Compiling a SimNet exam or lesson decompresses and links together all of the files from the 

download phase. As in the download phase, the time required to build the simulation is based on the quantity of 

modules included within the exam or lesson. For example, if you were to open every Office application at the same 

time, the performance for each application would be reduced. The same is true for SimNet – one module will 

perform better than multiple modules. The following is a list of best practices for managing low computer 

resources: 

 Limit lessons and exams to a single application, so you reduce resource consumption. 

 Shutdown all non-essential applications before logging into SimNet. 

                                                           
1 Note:  The bandwidth requirements per module are: Computer Concepts = 2MB, XP = 2.5MB, Vista = 6MB, 

Outlook = 6.5MB, Excel = 7MB, Access = 7MB, Word = 9MB, PowerPoint = 9MB. 



 Make sure the latest version of Adobe Flash Player is installed. Flash Player 10.1 includes significant 

resource management upgrades over previous versions.  

 Use a computer that has 1-2GB of RAM available.  

 Avoid computers that have Celeron processors. 
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